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QUYET PINH
Ban hanh Chwong trinh dao tao nganh An toan thong tin trinh do thac si

GIAM POC HOC VIEN CONG NGHE BU'U CHINH VIEN THONG

Cdn cit Quyét dinh 6 1 71/QB-BKHCN ngay 03 thdang 3 nam 2025 ban hanh Quy
dinh chitc ndng, nhiém vy, quyén hanva co cdu té chire ciia Hoc vién Cong nghé Buu chinh

Vién théng;

Can cir Nghi quyét 56 ZZ/NQ-HDHV ngay 12 thdang 4 ndm 2021 cua Hoi dong hoc
vién vé viéc ban hanh Quy che 16 chitc va hoat dpng cia Hoc vzen Céng nghé Buu chinh
Vién théng va Nghi quyét s6 191/NQ-HDHV ngay 12/4/2025 vé Diéu chinh Quy ché 16
chite va hogt dong ciia Hoc vién Cong nghé Buu chinh Vién thong;

Céin ik Thong tw sé 17/2021/TT-BGDPT ngay 22 thdng 6 ndm 2021 cua Bf truong
B Gido duc va Pao tao ban hanh Quy dinh vé chudn chwcong trinh dao tgo; xdy dung,
thém dinh, ban hanh chwong trinh dao tao cdc trinh d¢ cua gido duc dai hoc;

Cen cie Quyét dinh s6 97 7/0D-HV ngay 13 thang 6 ndm 2025 ciia Gidm déc Hoc
vién Cong nghé Buu chinh Vién thong ban hanh Quy dinh xdy dung, cdi tién va phdt trién
chwong trinh dao tgo,

Xét dé nghi ciia Truong phong Pao tao va Truong khoa An toan thong tin,

QUYET PINH:

Pidu 1. Ban hanh kém theo Quyét dinh niy Chwong trinh dai hoc nganh An toan
théng tin trinh d6 thac si cua Hoc vién Cong nghé Buu chinh Vién thong (Chi tiét kem
theo).

Pidu 2. Quyét dinh c6 hiéu lyc thi hanh ké tir ngay ky.

Pidu 3. Phé Gidm dbc Phu trach Co s& Hoc vién tai Tp. HO Chi Minh, Chénh vin
phong, Trudng céc Phong: Dao tao, Gido vy, Chinh tri & Cong tac sinh vién, Tai chinh ké
toan, Quén 1y Khoa hoc cong nghé & hop tac qudc té; Truéng Trung tdm Khao thi & Dam
bao chét luong gido duc, Trudng cac Khoa dao tao 1 va 2, Truéng B mon Marketing,
Trudng khoa dao tao sau dai hoc va Truéng cac don vi ¢6 lién quan chiu trach nhiém thi

hanh Quyét dinh./.

Noi nhén:

- Nhu Diéu 3;

-Bo GD&BT (de b/c),
- B KH&CN (dé b/c);
- Ban Gidm d6c HV;
-Luu VT, BT (03).







BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM

HOQC VIEN CONG NGHE Poc lap — Tw do — Hanh phiic
BUU CHINH VIEN THONG
CHUONG TRiNH PAO TAO
Nganh dao tao (tiéng Viét): An toan théng tin
Nganh dao tao (tiéng Anh): Information Security
Trinh d¢ dao tao: Thac st
M3 s6: 8480202
Hinh thirc dao tao: Chinh quy

(Kém theo Quyét dinh so"5%9//QB-H V ngay A3 thing B nam 2026 cia Gidm déc Hoc vién)

1. MUC TIEU

1.1. Muc tiéu chung

Chuong trinh ddo tao thac sT nganh An toan thong tin cia Hoc vién Coéng nghé Buu
chinh Vién théng dugc thiét ké nhim dao tao ngudi hoc c6 phém chét chinh tri, dao dirc;
¢6 kién thtre, k¥ ning thyc hanh nghé nghiép, niing lyc nghién ctru va ing dung k¥ thuét,
cbng nghé trong xing véi trinh do dao tao bac thac si; ¢6 kha ning hoc tép sudt doi; c6
khé nang séng tao va thich nghi v6i méi trudng 1am viéc da nganh; c6 y thie trach nhiém
nghé nghiép, dap Gng yéu cdu phat trién kinh t&, xd hoi va hoi nhap qubc té.
1.2 Muc tiéu cu thé

Muc ti€u cu thé cia chuong trinh ddo tao thac singanh An toan thong tin ciia Hoc
vién Cong nghé Buu chinh Vién thong nhim d3o tao thac s An toan thong tin c6:
PO1. Kha ning 4p dung kién thirc va k¥ ning ctia minh dé dat dugc thanh cong trong sy
nghiép va/hodc theo hoc tip & béc sau dai hoc dé léy bz?mg tién si, hodc céc bfmg cép khac
cao hon;
PO2. Khé ning tu duy, giai quyét vin d& mot cach sang tao, giao tiép hiéu qua va hoat
dong thanh coéng trong cdc nhom da nganh da dang va toan dién;
PO3. Kha niing cu xit ¢6 dao dirc va trach nhiém, s& ludn dugc cap nhat thong tin thong
qua gido dyc lién tyc va s& tham gia diy di vao cac hoat dong nghé nghiép va xa hoi;
PO4, Kha nidng ap dung céc ly thuyét va k¥ thudt, cong nghé va quan ly bio mét hién dai
va phu hgp dé bao vé ha tng may tinh, mang, dit liéu, quy trinh va ngudi ding khoi cac
nguy co, cac dang tAn cong, xAm nhip.
2. CHUAN PAU RA CUA CHUONG TRINH PAO TAO (PLOs)

Céc chuin diu ra (Learning Outcomes — PLOs) va céc chi bao (Performance Indicator -
PI) ctia chuong trinh dao tao 1a thudc do mirc kién thtrc va k¥ ning tdi thiéu ma ngudi hoc
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cén dat dugce khi t6t nghiép. Cac PLO va Pl kém theo dugc thibt ké theo chuin

kiém dinh

qubc té ASIIN, v6i mirc mirc kién thirc va k§ ning tuong duong béc 7 trong Khung trinh

d6 quoc

gia Viét Nam. Cu thé, cdc PLO va PI cta chuong trinh dao tao cho nhu bang sau:

Chuén diu ra (PLOs)

Mikc do
ning lwc*

Cic chi bao (PIs)

PLO1. Phan tich mdt bai
toan phuc tap va dp dung
cac kién thirc tinh toén lién
nganh dé xac dinh cac giai
phép giai quyét bai toan.

C4/P3

PJ1. 1. Phdt biéu bai todn va cdc yéu cdu.

PI1.2. Phén tich cdc gidi phdp tinh todn dé gidi
quyét bai todn.

PI1.3. Lya chon gidi phdp phi hop dwa trén cdc
nguyén Iy tinh todn dé gidi quyét bai toadn.

PLO2. Giao tiép hiéu qua
trong nhidu béi canh boi
canh khoa hoc va chuyén
mon.

C4/P3

PI2.1. Thé hién ky ndng giao tiép bdng vin bdn
hiéu qud trong nhiéu béi canh béi canh
khoa hoc va chuyén mén.

PI2.2. Trinh bay cdc van dé mot cdch hiéu qua st
dung bai thuyét trinh miéng trong nhiéu boi
canh béi canh khoa hoc va chuyén mon.

PL.O3. Nhan thuc dugc
trach nhiém nghé nghiép
va dua ra nhimg danh gia
séng sudt trong hoat dong
bao mat dua trén cac
nguyen téc phap ly va dao
duc.

C4/P3/A3

PI3.1. Ap dung cdc nguyén téc phdp Iy va dao dikc
nghé nghiép khi gidi quyét cdc vén dé co
lién quan dén nghé nghiép.

PI3.2.Thé hién nhén thikc vé tam quan trong cua
sw riéng tu va bdo mdt trong qudn Iy hé
thé'ng va dit liéu.

PLO4. Hoat dong hiéu qua
voi tu céch 1a thanh vién
hodc linh dao mdt nhom
tham gia vao cac hoat dong
pht hgp véi chuyén mén.

P3/A3

PI4.1. Phéi hop, chia sé cong viéc trong mot
nhém chuyén mon.

PI4.2. Hoan thanh nhiém vu trong cdc vai tro
khdc nhau cia nhom chuyén mén.

PLOS. Thiét k&, trién khai
va danh gid giai phip bao
mét cho hé théng dép tmg
mdt tAp hop céic yéu chu
xac dinh.

Co/P4

PI5.1. Dé xudt, thiét ké mo hinh/gidi phdp bdo
mdt hé thong theo mét tdp cdc yéu cau xdc
dinh.

PI5.2. Trién khai mé hinh/gidi phdp bao mat da
thiét ké.

PI5.3. Ddnh mé hink/gidi phdp bdo mdt dd trién
khai.

(C: mién kién thitc; P: mién ky ndng; A: mién thdi d6: Cde mikc d ndng luc dwoc xdc dinh
trén co s& tham chiéu Thang cdp d¢ tw duy Bloom)

3. KHOI LUQONG KIEN THUC TOAN KHOA : Khéi lugng kién thirc toan khoa 1a

60 tin chi.

4. pOI TUQNG TUYEN SINH VA YEU CAU DPAU VAO

4.1 D6i twgng tuyén sinh:
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- La nguoi da tdt nghiép trinh do dai hoc céc nganh phu hgp theo quy dinh cua Hoc
vién Cong nghé Buu chinh Vién thong. Péi véi chuong trinh dinh hudng nghién ciru, yéu
ciu hang t6t nghiép trinh d6 dai hoc tir Khé tré 1én hodc co cong trinh khoa hoc li€n quan
dén linh vuce hoc tap, nghién ciru;

- C6 ning luc tiéng Anh tir bac 3 trd Ién theo Khung néng luc ngoai ngit 6 bac ding
cho Viét Nam hoiic twvong duong theo Quy dinh tuyén sinh va dao tao trinh d9 thac si cia
Hoc vién Cong nghé Buu chinh Vién théng;

- Céc diéu kién khic theo quy dinh tai Quy dinh tuyén sinh va dio tao trinh d6 thac
sT ctia Hoc vién Cong nghé Buu chinh Vién thong.

4.2 Yéu ciu diu vao: Pa tham du ky tuyén sinh cao hoc ctia Hoc vién Cong nghé Buu
chinh Vién théng va du didu kién xét tring tuyén trong ky tuyén sinh.
5. QUY TRINH PAO TAO, PIEU KIEN TOT NGHIEP

5.1. Quy trinh dao tao

Chuong trinh ddo tao dugc thuc hién trong 1,5 nam gbm 4 hoc ky, trong d6 3 hoc ky
tich ity kién thirc tai Hoc vién va 1 ky t6t nghiép. Véi chuorng trinh thac si dinh huéng tmg
dung, ky tbt nghiép bao gbém thyc tap t6t nghiép tai tb chirc, doanh nghiép va lam dé 4n
t6t nghlep Vé6i chuong trinh thac si dinh huéng nghién ctru, ky t6t nghiép chi bao gbm

luén vin t6t nghiép.

Hoc vién dugc dio tao theo phuong thic do tao tin chi, 4p dung Quy ché do tao tin
chi hién hanh ctia B4 Gido duc & Pao tao va ctia Hoc vién.
5.2. Céng nhén t6t nghiép
a) Yéu cdu dé dwoc cong nhin 1ot nghiép:

- D3 hoan thanh céc hoc phin ciia chirong trinh do tao dat yéu cau tix 5,5 (theo thang
diém 10) tr& 1én;

- Bao vé thanh coéng ludn van/dé an, dat diém tix 5,5 (theo thang diém 10) tr& lén;

- C6 trinh do tiéng Anh dat tir béc 4 tr& 1én theo Khung ndng lyc ngoai ngit 6 béc
diing cho Viét Nam hojc tuong duong theo Quy dinh tuyén sinh va dao tao trinh dd thac
si ciia Hoc vién Cong nghé Buu chinh Vién thong;

- Chép hanh ding cac quy ché, quy dinh hién hanh cia B GD&DT va cia Hoc vién
Cong nghé Buu chinh Vién thong.

b) Két thiic khéa hoc, hoc vién dugce cong nhén t6t nghiép va duge cip bing Thac st nganh
An toan théng tin hé chinh quy khi da hdi tu da céc tiéu chudn theo quy ché dao tao trinh

d6 thac si.
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6. THANG DIEM

4 quy ddi twong ang dugce sir dung dé danh gia két qu

Thuc hién theo thang diém tin chi, trong do diém chit (A, B, C, D, F) va than
& hoc tap chinh thirc. Thang diém 10

duoc st dung dé danh gid diém thanh phin cua cac hoc phin.

g diém

Thang diém 10 ~ Thang didm 4
(diém thanh phén) pidmchlr s Blém 6
T 9,0 dén 10,0 A+ 4,0
T 8,5dén 8,9 A 3,7
Piém dat -
Tir 8,0 den 8,4 B+ 3,5
Tw7,08én7,9 B 30
T 6,53dén 6,9 C+ 25
Tir 5,5 dén 6,4 C 2,0
Tir 5,0 dén 5,4 D+ 1,5
Khong dat Tir 4,0 3én 4,9 D 1,0
Duwéi 4,0 F 0,0
7. NOI DUNG CHUONG TRINH PAO TAO
7.1 Ciu triic chwong trinh dao tao
S ; _ Sotln chx
TRRL s Khoi kién thirc i .'-B;nh hudng |, Bgrgh hu'é'ng
 dmgdung |7 nghién citu:
I |Khéi kién thirc chung 7 7
II |Khéikién thirc co s& nganh 18 18
III |Khéikién thiee chuyén nganh 18 20
IV |Khéi kién thirc tét nghiép 17 15
TONG CONG 60 60
7.2 Noi dung chwong trinh
7.2.1. Kién thifc chung
Loai hoc
5 phan Ma sb
. 3 M3 sb c o | < | Hoe f
TT Tén Hoc phan 3 = S <3 . | hoc phan
hoc phan | § 5 | ¥ | tien quyét
0N oG e )
m ~
1 | Triét hoc {Philosophy) BAS4186 | 3 X 1
Phwong phap nghién ctru khoa
2 | hoc (Methodologies of scientific SKD4112 2 X 3
research)
Céng cy todn cho céng nghé
3 | théng tin (Mathematic Tools for INT41218 | 2 X 1
Information Technology)
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Loai hoc
Mi sb E : e < | Hoc M s
TT Tén Hoc phan Yy S S | & 2" | hoc phan
hocphan | = | 3 | § | W | tién quyét
n @ =
Q =~
Téng: 7
7.2.2. Kién thiec co sé nganh
7.2.2.1. Dinh hudng ting dung
Loai hoc
i} = . | 'Maso
: i _ 3 Ma so e o o | Hoc iy
T Tén Hoc phéan 3 sl € <3 " | hoc phan
hecphan | ©° 3 | 5 |9 | tenquyét
22 5Q S- E rResl
A | F
4 Mat ma trng dung (Applied SEC4341 3 % 1
cryptography) |
An toan hé théng théng tin
5 (Information systems security) SEGASA2 3 X 1
Quan ly, phap luat va chinh sach
6 | ATTT (Information security SEC4343 3 X 2
management, laws and policies)
Cég hoc phan tw chon (chon 3/7, téng s6 9TC)
Coéng nghé Blockchain (Blockchain
7 technology) SEC4344 | 3 x | 1,2 | SEC4341
An toan dién toan dam may (Cloud
8 computing security) SEC4345 | 3 x | 1,2 | SEC4342
9 | Antoan loT (loT security) SEC4346 3 x [ 1,2
Ha tang khoa céng khai (Public
10 key infrastructure) SEC4347 | 3 x | 1,2 | SEC4341
Hoc may va tng dung trong ATTT
11 | (Machine learning and applications | SEC4348 3 x 1,2
in information security)
DevOps va DevSecOps (DevOps
12 and DevSecOps) | SEC4349 | 3 x | 1,2
Céac giao thirc an toan va bao mét i
13 (Security protocols) SEC4350 | 3 X | 1,2 | SEC4341
Téng: 18
7.2.2.2. Dinh hudng nghién cuu
Loai hoc
£ | phan- } .
‘ 5 oé 2 I e M4 so
o 3 Ma so = o c | Hoc | . 2
TT Tén Hoc phan A = S S | o5 | hocphan
hocphan | = | 3 | § | K. | ien quyét
N o e ¢
a} ~
4 Mat ma (rng dung (Applied SEC4341 3 % 1
cryptography)
5 An toan hé thong thong tin _ SEC4342 3 % 1
(Information systems security) J
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Loai hoc
Ma sb E 5 nE = | Hoc M s&
TT Tén Hoc phén 3 = < | & " | hoc phan
hoc phan | = 2 | §| ¥ | tién quyét
7] G 5.
m -
Quan ly, phép luat va chinh sach
6 | ATTT (Information security SEC4343 3 X 2
management, laws and policies)
Cac hoc phan tw chon (chen 1/3, téng sb 3TC)
7 Céng nghé Blockchain (Blockchain SEC4344 3 % 1 SEC4341
technology)
An toan dién toan dam may (Cloud
8 computing security) SEC4345 3 X 1 SEC4342
Hoc may va tng dung trong ATTT
9 | (Machine learning and applications SEC4348 3 X 1
in information security)
'Céac chuyén dé nghién ciru
10 | Chuyén dé thac sT 1 SEC4351 3 2
11 | Chuyén dé thac si 2 SECA4352 3 2
Téng: 18
7.2.3. Kién thirc chuyén nganh
7.2.3.1. Dinh hudng wng dung
) Loai hoc
£ phén ;
- = 3} Ma s6
T Tén Hoc phén Ma srg:‘-’c £/8 | & HoC | hoc phn
P w | 2 G Y | tién quyét
N | Q =
] ~
Phan tich ma déc nang cao
e (Advanced malware analysis) SEC4453 X 2 SEC4342
Kiém thtr xam nhap nang cao
15 (Advanced penetration testing) SEC4454 8 X 3 SEC4342
Giam sat an toan mang nang
16 | cao (Advanced network SEC4455 3 X 2 SEC4342
monitoring)
Céc hoc phan tw chon (chon 1/4 hoc phdn 3TC; 3/7 hoc phén 2TC, tng s6 9TC)
Cac chui dé hién dai trong ATTT
17 | (Modern topics in information SEC4456 3 X 3
‘ security)
Tén cong va phong thi mang .
18 (Network attack and defense) SEC4457 3 X 3 SEC4342
ng ph6 va xt Iy sy ¢b bdo
19 | mat (Security incident response SEC4458 3 X 3 SEC4342
and handiing)
20 | Pidu tra sé (Digital forensics) SEC4459 3 X 3 SEC4342
An toan web nang cao
21 (Advanced web security) SEC4460 2 X 3
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h Loai hoc
= phén T
. = £ © Ma so
T Tén Hoc phin Masohoc | g | & | § | Fi% | nocphan
P w | 8 S y tién quyét
N | ® 5
o ~
22 An toan co s& di¥ liéu nadng cao | 4461 % 3
(Advanced database security) ]
o3 | B8m bao an toan cho Al (Al SEC4462 | 2 x | 3 | SEc43ss
security).
Mat ma hau lwgng té (Post-
24 quantum cryptography) SEC4463 2 X 3 SECA4341
Quan tri mang (Network
25 Administration) INT44219 2 X 3
26 | D liéu lén (Big data) INT44220 2 X 3
Hé didu hanh mang (Network
27 operating systems) INT44221 2 X 3
Téng 18
7.2.2.1. Dinh hudéng nghién ciru
o Loai hoc
£ phén 2l
: : 5 s S 5 | = | Hoc |  Maso
T Tén Hoc phan i sh%:‘-’c £|S | § “,3? _hoc phin
Pt o | 2 & | Y:|-tisn quyét
n |3 S
Q B
Phan tich ma ddc nang cao
12 (Advanced malware analysis) SEC40S 3 x 2 SEC4342
Kiém thtr xam nhap nang cao
13 (Advanced penetration testing) SEC4454 3 x 3 SECA3A2
Giam sat an toan mang nang ‘
14 | cao (Advanced network SEC4455 3 X 2 SEC4342
monitoring)
"Cac hoc phan tw chon (chon 1/4 hoc phan 3TC, 1/4 hoc phan 2TC, tdng sé 5TC)
Cac chu dé hién dai trong ATTT
15 | (Modern topics in information SEC4456 3 X 3
security)
T4n cong va phdng thi mang :
16 (Network attack and defense) SEC4457 3 X 3 SEC4342
(Png pho va x@ ly s cb bao
17 | méat (Security incident response SEC4458 3 X 3 SEC4342
and handling)
18 | Pidu tra sb (Digital forensics) SEC4459 | 3 x 3 | SEC4342
An toan web nang cao
19 (Advanced web security) SEC4460 2 X 3
An toan co s& dir liéu nang cao
20 (Advanced database security) SEC4461 2 X 3
o1 | Bam bdo an toan cho Al (Al SEC4462 | 2 x | 3 | sEcasss
security)
7
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Loai hoc
= phén ez
— T} Ma s
TT Tén Hoc phén o shfga:‘lqc S <§ _§. Hkq‘c hec phan
P w | 2 G Y | tién quyét
N |8 5
(] ~
9o | Mét ma hau luong t (Post- SEC4463 | 2 x | 3 | sEcasat
quantum cryptography)
| Céc chuyén dé nghién ciru e
23 | Chuyén dé thac sT 3 SEC4464 3 X 3
24 | Chuyén dé thac sT 4 SEC4465 3 X 3
Téng 20
7.2.3, Khéi kién thife tot nghiép
7.2.3.1. Pinh hudng ing dung
) Loai hoc &
£ phan Sees
ST o Méd so
X | &3 A
T Tén Hoc phan L shférl;qc = S _§- I-:(qc hoc phan
L 5
Q =
28 | Thye tap tét nghiép SEC4566 8 X 4
29 | D& an tét nghiép SEC4567 X 4 SKD4112
Téng 17 J
7.2.3.2. Dinh huéng nghién citu
_ | Loaihoc
< phan ooz
Sevz o 3 Maso
TT Tén Hoc phén Maso hoc | ‘§ S | HeC | hoc phin
phén Q £ ky .m ey
“«O 8 G tién quyeét
m ‘)m 3
Q | F
25 | Luan van tét nghiép SEC4568 15 X 4 SKD4112
Téng 15

8. K HOACH HQC TAP CHUAN
8.1 Ké hoach hgc tip chuén (Chi tiét kém theo)

8.2 Tién trinh hoc tap chudn (Chi tiét kém theo)
9. MO TA TOM TAT CAC HQC PHAN

9.1. Khéi kién thirc chung

TRIET HQC
- M4 hoc phin: BAS4186

- S tin chi: 3

- Hoc phén tién quyét:

Chuong trinh dao tao trinh dg thac st nganh An toan thong tin



- Phan bd thoi lvong: LT*: 30 tiét, Bai tip/Thdo lugn: 15 tiét, Ty hoc: 135 giv

- Tém tét ndi dung:

Hoc phén dugc cAu truc thanh 4 chuong: Chuong 1 gbm cic ndi dung vé dic trung cla
triét hoc phuong T4y, triét hoc phuong Dong (trong do6 c6 tu tudng triét hoc Viét Nam, &
mitc gian lwgc nhét) va triét hoc Méc; Chuong 2 gbm céc ndi dung nang cao v& triét hoc
Méc-Lénin trong giai doan hién nay va vai tro thé g10‘1 quan, phuong phap luén cia no;
Chuong 3 di sdu hon vao quan h¢ tuong hd gitta triét hoc véi cac khoa hoc, 1am 18 vai tro
thé gi6i quan va phuong phép luén cla tribt hoc dbi v6i sy phat trién khoa hoc va dbi véi
viéc nhén thitc, giang day va nghién clru céac d6i tuong thudc linh vuc khoa hoc tu nhién
va cong nghé; Chuong 4 phan tich nhitng vén d& v vai trd cia cac khoa hoc d6i vé6i doi

sbng x4 héi.

PHUONG PHAP NGHIEN CUU KHOA HQC

- M3 hoc phin: SKD4112

- 86 tin chi: 2

- Hoc phén tién quyét:

- Phan b thoi lugng: LT: 24 tiét, Bai tip/Théo lugn: 6 tiét, Tu hoc: 45 giv

- Tém tit ndi dung:

Hoc phin cung cip cho hoc vién nhiing kién thirc vé cac phu(mg phap tién hanh thyc hién
céc loai hinh nghién ctru nhu dé tai khoa hoc cong nghé cc cap, luan van t6t nghiép. .. mot
cach c6 hé théng va mang tinh khoa hoc. Hoc phan dugc chu triic thanh 6 chuong: Téng
quan vé& khoa hoc va nghién ctru khoa hoc; Trinh tyr logic cia nghién ctru khoa hoc; Xéy

dung dé cuong nghién ciru khoa hoc; Phwong phap thu thép, xir Iy thong tin; Viét bdo céo
va trinh biy két qua nghién ciru khoa hoc; Pénh gid cong trinh nghién ctiru khoa hoc.

CONG CU TOAN CHO CONG NGHE THONG TIN

- M3 hoc phin: INT41218

- §8 tin chi: 2

- Hoc phin tién quyét:

- Phan bé thoi luong: LT: 24 tiét, Bai tip/Thao ludn: 6 tiét, Tu hoc: 45 gid

- Tém tét ndi dung:

Hoc phén cung cép cho hoc vién nhimg kién thirc co ban lién quan dén céc phuong phép

toan sir dung trong cdng ngh¢ thong tin, bao gbm M4y Turing va phan 16p céc bai todn;
Tép mo, tap thd va (mg dung; Qud trinh Markov va md hinh Markov 4 4n; va Céc phuong

phép toan t5i wu.

I LT: Ly thuyét

Chucong trinh dao tao trinh do thac st nganh An toan théng tin



9.2. Khéi kién thirc co sé nganh
MAT MA UNG DUNG

- Ma hoc phan: SEC4341

- Sé tin chi: 3

- Hoc phin tién quyét:
- Phan bd thoi luong: LT: 25 tiét, Bai tdp/Thao ludn/Thyc hanh: 20 tiét, Tu hoc: 90 gid

- Tém tét ndi dung:

Hoc phan cung clp cac kién thirc co ban va chuyén sdu vé méat mi va ing dyung cua mat
ma, bao gbém: vai tro, tdm quan trong clia mat mé; cac giai thudt mi héa dbi xing va bat
dbi ximg thong dung; cac ham bam phd bién; cac k¥ thuét quan 1y va phén phéi khoa mat
ma; chir ky s6 va ing dung cta chit ky s6; cac tmg dung cla mit mé trong bao mét hé
théng thong tin.

AN TOAN HE THONG THONG TIN

- M4 hoc phin: SEC4342

- 86 tin chi: 3

- Hoc phan tién quyét:

- Phan b thai lugng: LT: 25 tiét, Bai tap/Thao luén/Thyc hanh: 20 tiét, Tu hoc: 90 gidr

- T6m tit ndi dung:

Hoc phin cung cap céc kién thic co ban va chuyén séu v& dam bao an toan cho hé théng
thong tin, bao gdm cac ndi dung: Tbng quan v& dam béo an toan cho hé théng thong tin;
Céc diém yéu, 15 héng ton tai trong hé théng, gém ca hé théng phén cimg va phin mém;
Cac méi de doa tir don gian dén phuc tap d6i v6i hé théng thong tin, bao gdm céc dang tAn
cong, xAm nhap va ma doc; Cac k¥ thuat, cong cu va giai phap dam béo an toan cho hé
théng thong tin.

QUAN LY, PHAP LUAT VA CHINH SACH ATTT

- M4 hoc phén: SEC4343

- $6 tin chi: 2

- Hoc ph?m tién quyét:

- Phan bd thoi lugng: LT: 25 tiét, Bai tap/Thao lugn/Thyc hanh: 20 tiét, Ty hoc: 90 gid

- Tém t4t ndi dung:

Hoc phéan cung clp ca nén tang ly thuyét va hidu biét thyc té vé phat trién, trién khai va
quéan ly cac bién phap bdo mat thong tin dé dap g cac yéu ciu cta td chirc va co quan
quén ly. Chuong trinh giang day bao gom céc tiéu chudn bao mat québc gia va qubc té dugc
cong nhén rong réi, cing vdi cac quy dinh vé chinh séch va phép 1y c6 lién quan dé dam

bao tuan thu va 4p dung hiéu qua céc giai phap bao mat. Ngoai ra, hoc phén trang bi cho

Chuong trinh dao tgo trinh dj thac s7 nganh An toan thong tin 10



hoc vién kién thirc vé& danh gia va thir nghiém bdo mét, bao gbm céac phuong phép thir
nghiém bao mét, d4nh gié riii ro, phén tich két qua thir nghiém va kiém tosn bao méat. Hon
nfta, hoc vién s& kham pha cac nguyén téc va bién phap @& dim bao hoat dong hé théng an

toan, duy tri tinh lién tuc trong hoat dong doanh nghiép va ing pho hiéu qua vdi cac su cb
bao mit thong tin.

CONG NGHE BLOCKCHAIN

- M4 hoc phén: SEC4344

- 86 tin chi: 3

- Hoc phén tién quyét: SEC4341

- Phén bd thoi luong: LT: 25 tiét, Bai tap/Thao luan/Thyc hanh: 20 tiét, Ty hoc: 90 gid

- Tém tét ndi dung:

Hoc phén cung cip cho hoc vién nhimg kién thirc co ban va chuyén séu v& Blockchain,
bao gdm: vai trd va tdm quan trong cia Blockchain; nén tang toan hoc tmg dung trong

Blockchain; céc kién triic, nguyén ly hoat dong va giao thitc ctia Blockchain; cac vén dé
vé bao mét thong tin cho Blockchain, bao gbém ZKP (zero-knowledge-proof), quyén riéng

tu, 4n danh; va mot sb umg dung thuc té ctia Blockchain.

AN TOAN DIEN TOAN PAM MAY

- M4 hoc phén: SEC4345

- 86 tin chi: 3

- Phan bd thoi luong: LT: 25 tiét, Bai tdp/Thao luan/Thuc hanh: 20 tiét, Tu hoc: 90 gid
- Hoc phén tién quyét: SEC4342

- Tém tét ndi dung:

Hoc phén cung clp cho hoc vién kién thitc co ban v& dam bao an toan cho dién todn ddm
mdy, bao gdm: khai quét vé dién todn dam mdy va bao mét ddm may; céc mbi de doa bao
mit ddi véi ddm may; bao mat cac tai nguyén tinh toén, luu trit va mang cho dam my; vin
dé quan ly danh tinh, truy cép, kidm toan va ma hoa trén dam mdy; vAn dé tusn thi va quy

dinh déi v6i dam may.

AN TOAN IOT

- M4 hoc phin: SEC4346

- Sb tin chi: 3

- Hoc phén tién quyét:

 Phén b thoi lugng: LT: 25 tiét, Bai tap/Théo lufn/Thyc hanh: 20 tiét, Tu hoe: 90 gid

- Tém tit ndi dung:

Chuong trinh déo tao trinh dj thac singanh An toan thong tin



Hoc phén cung cip cho hoc vién kién thitc co ban vé IoT va dam bao an toan cho IoT, bao
gdm: Khai quét vé IoT; Céc giao thirc truyén thong trong ToT; M6 hinh hoa nguy co trong
mang IoT; Céc cong nghé dam bao an toan cho mang JoT; Xay duyng mang [oT an toan.

HA TANG KHOA CONG KHAI

- M hoc phan: SEC4347

- §6 tin chi: 3

- Hoc phén tién quyét: SEC4341

- Phan bé thoi Iwgng: LT: 25 tiét, Bai tap/Thao luan/Thyc hanh: 20 tiét, Tu hoc: 90 gid

- Tém tat ndi dung:

Hoc phén cung cip cho hoc vién kién thirc co ban va nang cao vé Ha ting khod cong khai
- PKI (Public Key Infrastructure), bao gbm: Tbng quan vé PKI va tng dung cta PKI trong
thue té: M4 hoa khoa cong khai; Ching chi s6 khoé cong khai; C#u tric va md hinh PKI;
Trién khai va quan trj PKI; va VAn dé chinh sach va tuén thi.

HQC MAY VA UNG DUNG TRONG ATTT

- M4 hoc phén: SEC4348

- 86 tin chi: 3

- Hoc phén tién quyét:

- Phén bd thoi luong: LT: 25 tiét, Bai tdp/Théao ludn/Thyc hanh: 20 tiét, Tu hoc: 90 gid

- Tém tét ndi dung:

Hoc phén cung cép cho hoc vién kién thirc co ban va néng cao vé tri tué nhan tao (AI), hoc
méy (ML), hoc sdu (DL) va ing dung ML & DL trong viéc giai quyét cac vén d& vé& an
toan thong tin. Cac chu d2 cu thé ctia hoc phin niy bao gbm tong quan vé A, ML va DL;
c4c md hinh hoc may truyén théng, hoc sdu va hoc chuyén giao; céc k¥ thuét tién xur ly dir
liéu; cac md hinh hoc may truyén théng cho an toan thong tin; cac mo hinh hoc sau va hoc
chuyén giao cho an toan thong tin.

DEVOPS VA DEVSECOPS

- M4 hoc phan: SEC4349

- Sé tin chi: 3

- Hoc phén tién quyét:

- Phan bé thoi lugng: LT: 25 tiét, Bai tap/Théo luan/Thyc hanh: 20 tiét, Tu hoc: 90 gid

- Tém tt ndi dung:

Hoc phan gi6i thiéu cho ngudi hoc cac khéi niém va thyc hanh thiét yéu clia DevOps va
DevSecOps, chuén bi cho ngudi hoc cac vai tro trong tuong lai trong nganh cong nghé.
Pic biét, hoc phén cung cAp cho ngudi hoc cdc cdng cu va cdng nghé chinh dugc sir dung

trong moi truong DevOps, dé c6 dugc kinh nghiém thyc t6 v6i cac dudng dng tich hop lién

Chuong trinh dao tao trinh dj thac s nganh An todn thong tin 12



Thyec hién hoc phin ndy, hoc vién 4p dyung céc kién thic, k¥ ning chuyén nganh da hoc va
khé& ning nghién ciru dé giai quyét tron ven mot vén dé ly thuyét hodc két hop thuc hanh
cé lién quan dén linh vuc ATTT nhim néng cao k¥ ning tu duy, phin tich va giai quyét
van @&, gdbm ca k¥ ning viét bao céo va trinh bay, demo két qua nghién ctru. Két qua clia
ludn vin phai dugc cong b6 trén céo tap chi hodc hdi thdo chuyén nganh c6 phan bién, cé
diém cong trinh khoa hoc dat 0.5 diém theo quy dinh cia Hoi ddng chirc danh gido su nha

nudc.
10. MA TRAN LIEN KET GIT'A CAC HQC PHAN VOI CHUAN DAU RA (Chi tiét

kém theo).
KT. GIAM POC /

0 cONG NGHE
l!l BUU CHIN

Chuong trinh dao tqo trinh do thac st nganh An toan thong tin 19
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PHU LUC 2
DANH MUC CAC MON HQC DUNG XET TUYEN TRINH PQ THAC SI
NGANH AN TOAN THONG TIN

Moén Co s& nganh Moén Chuyén nganh
TT (Chon 1 trong 3 mon) (Chon 1 trong 3 mon)
Tén mon hoc So TC Tén méon hoc S6 TC
1. | Mang mdy tinh 3 An toan mang 3
2. | Co s& an toan thong tin 3 Kiém thir xdm nhdp 3
3. | Mit ma hoc co s¢ 3 A,n t? aI.lﬂu'ng dung web va co 3
s¢ dif liéu

Chuong trinh dao tao trinh dj thac s nganh An toan thong tin
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KE HOACH & TIEN TRINH HQC TAP CHUAN
THAC ST NGANH AN TOAN THONG TIN - DINH HUGONG UNG DUNG

TT Tén mén hoc/hoc phén S8 TC Hocky! TT Tén mén hoc/hoc phén S8 TC Hoc ky
1 Triét hoc 3 HK 1  Kiém thr xam nhdp nang cao 3 HK3
2 Céng cu todn cho céng nghé théng tin 2 HKL | 2 Ty chon chuyén nganh B1 3 HK3
3 Matma 0’ng dung 3 HK1 § 3 Tu chon chuyén nganh C1 2 HK3
4 An toan hé thdng thdng tin 3 HKi ﬂ 4 Ty chon chuyén nganh C2 2 HK3
5 Tu chon cd sG nganh Al 3 HK a 5 Tu chon chuyén nganh C3 2 HK3

: 6 Phuong phap nghién ciru khoa hoc 2 HK3
6 Quan ly, phap ludt va chinh sach ATTT 3 HK2 § 7 Thuc tép tét nghiép 8 HK4
7 Phén tich ma doc néng cao 3 HK2 8 Pé an t6t nghiép 9 HK4
8 Giam sat an toan mang nang cao 3 HK2 |
9 Tu chon co s& nganh A2 3 HK2 “
10 Tu chon cd sG nganh A3 3  HK2 |
' [17]
TONG CONG: [ 60 |

A Céc hoc phén tu chon co sé nganh B Céc hoc phin tu chon chuyén nganh
1 Cbng nghé Blockchain 3 1 Cdc chu dé hién dai trong ATTT 3
2 An toan dién todn dsm méy 3 2 T3n céng va phong thu mang 3
3 Antoén cho IoT 3 3 Ung phd va xu Iy su’ c6 bdo mit 3
4 Ha tdng khod cong khai 3 4  Piéutra s 3
5 Hoc mdy va tng dung trong ATTT 3
6 DevOps va DevsecOps 3 C Céc hoc phén tw chon chuyén nganh
7 Céc giao thi an toan va bao mét 3 1 An toan web néng cao 2

2 An toan co sd dif liéu ndng cao 2
3 Mat md hdu lugng tu 2
4 D3am bdo an toan cho AI 2
5 Quan tri mang 2
6 Dirfiéu lon 2
7 2

Hé diéu hanh mang



KE HOACH & TIEN TRINH HOC TAP CHUAN
THAC S NGANH AN TOAN THONG TIN - PINH HUGNG NGHIEN CUU

TT Tén mdn hoc/hoc phan SETC Hocky | TT Tén mén hoc/hoc phan S6 TC Hoc ky
1 Triét hoc 3 HKI ! 1 Ki&m th xdm nhap nang cao 3 HK3
2 Cbng cu toan cho cdng nghé théng tin 2 HK1 | 2 Tuy chon chuyén nganh Bl 3 HK3
3 Mat ma ing dung 3  HKL §| 3 Tu chon chuyén nganh C1 2 HK3
4  An toan hé thdng thong tin 3 HK1 4  Chuyén dé thac si 3 3 HK3
5 Tu chon co s nganh Al 3 HKL | 5 Chuyén déthac si4 3 HK3

1 6 Phuong phap nghién cifu khoa hoc 2 HK3
|
15 HK4

Quan ly, phap luét va chinh sach ATTT HK2 | 6 Ludn vn t&t nghiép

3
Phan tich m& ddc nang cao 3 HK2
Gidm sét an toan mang nang cao 3 HK2 |
3
3

v 0O N O

Chuyén dé thac si 1 HK2
10 Chuyén dé thac si 2 HK2

| [25 ]
[ 60 ]

TONG CONG CTPT: 60

A Céc hoc phién tu chon co sd nganh B Céc hoc phién tu chon chuyén nganh

1 Cbng nghé Blockchain 3 1 Cdc chu dé hién dai trong ATTT 3

2 An todn dién todgn dam méy 3 2 Tén cbng va phong thu mang 3

3 Hoc mdy va ung dung trong ATTT 3 3 Ung phd va xi Iy su’ ¢6 bdo mt 3
4 Didutrasé 3
C Céc hoc phén tu’ chon chuyén nganh
1 An toan web néng cao 2
2 An toan co s6 diF liéu néng cao 2
3 M4t méa hiu luong to 2
4 Dam bado an toan cho Al 2



"(D12) Buew yuey nip 8H 2

(o12) ugindn na -9

(0.12) Buew in uenp 'g

((012) Iv ueo) ue oeq weg v

(D12) M Budn) ney ew e ¢

((Q.1¢) oeo Bueu ndl Dp Os 00 ueo} uy 'Z
(D12) oeo Bueu gam ueo) uy |

:yuebu ughnyo udys 4y ueyd 26y oen "9
(D1€) osennai@ ¥

((OL€) 16w oeq 9o As £ nx eA oyd Bun ¢
{(01€) Buew nuy Buoyd eA Bugo ugj Z
(QL€) 111V Buos 1ep udiy 9p nyo oey °)
‘yuebu uginys udyd £ ueyd 26y sen 'g
"(D1€) yew oeq ugo} ue any; oelf sen 7
{(D1¢) sdooagAR(Q BA sdOASq "9

{0L€) 111V Buoy Bunp Bud ea Aew 26 ‘g
{(0L¢€) reyy Bugo eoyy bugy ey

{21€) 10| oyo ueoy uy ¢

((01€) Aew wep ueo) udip ueo) uy g
(0Le) ureyosioolg &ybu Bug) -

:yuebu 0s 09 udyo 413 ueyd 26y se9g 'y

19Anb ugn ueyd ooy «— yuebu s 0o onyugny | 3 )
yuebu o4y ugy - Bunto 0nq 1gg | |
eib nyo
{ore)ey.

N
(01€) LV,
;cmm: os _oo :o;u Ny

s

(Q1g) ey . W
;cmmc Qs 09 :oso Ay ;

&

rd

(o1e)
LLLY"4oeS Yuyo -
Fen deyd i ugno

Bunp Bun Buony yuig - N1L ONOQHL NYOL NY HNYON IS OVHL OG HN[H.L

NYNHO dV.L 90H HNRIL N3IL

GE ury Bugip
Buguy 9y ueoyuy

—— =

(21¢)
m:% Buay pwr um_z




_ 19hnb ugy ugyd oop B yuebu os 0o onup ugy )

e

(DL2) IV ueo) ue oeq Weg ‘v 1eib nyo
{(D12) m Budn| néy ew 18N '€ § — ———

'(D12) oea Bueu ngi| NP QS 09 U0 UY 2
(01g) Jﬂ %ﬂ (01€) v 4

_Ao._.mvomomcmcnm\s:mo#c<.r
:yuebu ugfAnyd udyd M ueyd 26y 28D "D Z1s o2y} gp ugAny)d _ w_ yuebu os 0o udyo A

(D1g) 9sen nai@ v
{(D1€) 1ew oeq 9o As A nx A oud Buny €
‘(0L¢) Buew ny) Bugyd eA Bugo ue] g
{(OL€) L1 1v Buon [p Uiy 9p NYd 98D ) (016) H (D) uy Buoyy
:yuebu ugAnyd uodys 4y :m:m o0y 2e9 'g L | 1s 9By} 9p ughny) —‘ | Buoy Y ueoy uy
(oL¢) L1y Buos Bunp Bun ea Aew 204 ‘¢ : / —
'(DLE) Aew wep ueo) UIP UBO) UY 2 e J
'(0.L€) ureyoxpolg dubu Bugo °| ( R

i (01€)
:yuebu 0s 09 udyd /3 ugyd a6y 2e) "V ﬁlg Bunp Buxn gw e ;

/

]

i

—_—

(012)
u} Bugy) gybuBug)

oyo ueo} o bug)

( (019 ) |
LLLY Uogs yujyo
gA ¥gn) deyd ‘) uenD g f

na12 ugrybu Buony yuia - NIL ONOHL NVOL NV HNVON ‘IS OVHL OG HN[]L
NYNHO dV¥1 DOH HNM1L N3JIL



MA TRAN LIEN KET GI(YA CAC HOC PHAN VOlI CHUAN PAU RA

thién (E)

X: déng gop truec tiép

Y: déng gép gian tiép

A: ding dé do lwdng dong gép véo PLO

: 2 : CHUAN DPAURA®
TT e PHAN PLO? | PLO2 | PLO3% | .PLO4 | PLOS
Kién thirc chung S e S —
1 [Triéthoc ) o [ Y [ A 0.9 N N A
2 |Céng cy toan cho cdng nghé théng tin | I(X, A) -
3 |Phwong phap nghién ctru khoa hoc I(Y) I(Y)
Kién thirc co s& nganh -
4 [Matma tng dung o 1T wa | wxaA I(X, A)
5 |An toan hé théng théng tin R(X, A) I(X, A) I(X, A) )
6 |Quan ly, phap lut va chinh sach ATTT | R(X, A) R(X, A) R(X, A)
7 |Chuyén @& thac sT 1 ' R(X, A) R(X, A) I(X, A) I(X, A)
8 |Chuyen @& thac s72 E(X, A) R(X, A) XA | KA
Céc hoc phén ty chon
9 [céng nghe Blockchain B R(X, A) R(X, A) I(X, A) I(X, A)
10 |An toan dién toan dam may | R A) R(X, A) I(X, A) I(X, A)
| 11 |An toan loT | RXA) R(X, A) I(X, A) IX, A) |
12 |Ha ting khod céng khai -  R(X,A) R(X, A) I(X, A) S
13 |Hoc may va tng dung trong ATTT E(X, A) R(X,A) I(X, A) (X, A)
14 |DevOps va DevSecOps - R(X, A) R(X, A) I(X, A) I(X, A)
15 |Céc giao thirc an toan va bao mét R(X, A) R(X, A) (X, A)
Kién thirc chuyén nganh
16 |Phan tich ma dac nang cao ] | RX.A) R(X, A) R(X, A) R(X, A)
17 |Kiém thir xam nhap nang cao R(Y, A) _E(X, A) E(X, A) RX, A |
18 |Gidm sat an toan mang nang cao R(X, A) R(X, A) R(X, A) |
19 |Chuyen dé thac sT3 E(X, A) E(X, A) R(Y,A) E(X, A)
20 |Chuyén aé thac sT4 | OEX A E(X, A) E(X, A)
Céc hoc phén tw chon o -
21 [Cac chti @& hién dai trong ATTT o E(X, A) RYY,A) | E(X A)
22 |T4n cong va phong thil mang E(X, A) R(YY,A) E(X, A)
23 |ng phé va xi ly sw cb bao mat E(X, A) R(Y, A) | EXA)
24 |pidu trasb - i E(X, A) R(Y, A) EXA)
25 |An toan web nang cao E(X, A) R(Y, A) E(X, A)
26 |An toan co s& d liéu nang cao E(X, A) R(Y, A) E(X, A)
| 27 |Pam bao an toan cho Al ) E(X, A) R(Y, A) E(X, A)
| 28 |Mat ma hau luong t B R(Y, A) E(X,A) | EY, A)
29 |Quan trj mang ) R(Y, A) E(X, A) E(Y,A)
| 30 |Di ligu lén | R(Y, A) ) E(X, A) ECY,A) |
31 |He didu hanh mang R(Y, A) E(X, A) E(Y, A)
32 [Thuwe tap tét nghigp | Ex.A) EX, A | EXA) RYY)
33 |P& an tt nghiép thac si E(X, A) E(X, A) E(X, A) E(X, A)
34 [Luan vén tét nghigp thac si E(X, A) E(X, A) E(X, A) E(X, A)
Ghi cha:

| R,E: murc d6 déng gép cua hoc phén, twong (ng: Gidi thiéu, co ban (1), Cuing cb, phét trién thém (R), Nang cao, hoan






